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*xk%x WARNING WARNING WARNING WARNING WARNING ****

The chapter about x.400 contained inteo this sendmail.cf file IS TOTALLY
NON STANDARD and applies ONLY to the specific HP product quoted there
(wich is also NON STANDARD). DO not use it for standard RFC1327 x.400
to RFCB22 mail gateways which requires instead addresses like:

"/c=it/a=garr/p=infn/ou=elettra-ts/s=allocchio"@x400gateway

Also note the in the example, 'user Joe' contains an illegal x.400
character (the underscore " "),
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Localizations: #
################################################################################

While this configuration file can be used unmodified, it may be
appropriate to make some or all of the following changes to this
configuration file to incorporate local information or preferences,

Detailed descriptions of sendmail.cf syntax and complete list of
the configuration options can be found in the documentation.

Use the Nameserver {(option I):

If this host is using the domain namesérver, the I option should
be set. In most cases, sendmail will be able to detect whether
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the nameserver is' in use and will automatically do the right
thing. However, in some cases it will incorrectly appear to
sendmail as though thé nameserver is not being used, ,for example
if the nameserver has not'‘finished loading.its data..and is not yet
responding to ‘queries. If this host normally uses the nameserver,
messages should be’deferred when the nameserver is not running.

If the I option is sét, -if an MX record ‘TooXup or gethosébyname()
call fails-becausg the nameserver is nQp running, sendmail‘w;ll
defer the message. - : T |

PR

If the I option is not set, if an MX record lookup fails, sendmail
will assume. that :the nameserver Is not being used, and that there

are no ‘MX ‘records, and try to connect directly to the host. If a
host name lookup fails, sendmail will assume .that there is no .,

entry for the host and return an error. -

By default, the I option is not set. To set it, uncomment the
line: .. . i oo : ' )

# OI
Site Hiding " . o ' {macro Y)': N .;“J,' .
It may be desirable to "hide" the name of a ,host generating SMTIP
mail, so that replies need not be directed to the particular host
on which the message originated. This simplifies moving,a user's
mail home from one host’ to another, and gives the appearance of
mail beinggenerated by a unifiéd'organizat}on rather than a
collection of hosts ! : oo : .
By default’ the sender of a message routed via SMTP is identified
with the-header line: N : .

i

From: Full Name' <user@host>-

Wb, ¥ - -

where “hoét“ is the cancnical name of the local host {macro w):

If the macro Y is defined, the value of macro Y will be appended
instead :of the local host name. The macro Y would typically be
defined either as the name of a local mail hub, or as the local
domain name. Although the name need not be the name of an actual
host, this scheme requires that some host recognize the name and
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be able to route mail £o the€ ‘originating user.

For example, to identify SMTP mail from the local host as
originating from the domain poo.bah.edu, Y should be defined by
replacing the line:- o ' T )

# DY

- '

with: ¢ :

- -« D¥poo.bah.edu <

L
1

An outgoing SMTP message from user "fred" at the host "burb®
would have the From: header line: .

From: Fred User <fred@poo.bah.edus

Assume that the host "porpoise.poo.bah.edu" is to accept and
forward mail for the domain poo.bah.edu. In order for users at
other hosts to reply to such messages, ‘there are two things that
must be done: ) _ ,
1) Replying hosts must be able to map the name poo.bah.edu to an
internet address or MX-record. T

2) Some host must be prepared to recognize mail addressed to
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“user@poo.bahledu“ as' local, and be able to route such mail
appropriately. : ‘ -

To satisfy 1), the nameserver for the domain bah.edu must have
either an MX record for ¢ ‘e name "poo" ‘directing its mail to the
host porpoise.poo.bah.ec¢ or an address record mapping the name
"poo” to an internet add .2 belonging to. porpoise.poo.bah.edu.
Do not make "poo.bah.edu" a CNAME for porpoise.poo.bah.eduy, r-
because in that case a recipient may canonicalize-the sender
address "user@poo.bah.edu" to “user@porpoise.poo.bah.eduf, which
defeats the purpose of site hiding. For the same reason, if a
replying host uses /etc/hosts or NIS (formerly known as Yellow
Pages) to do host name to address mapping, the entry for
poo.bah.edu should be a separate line, not a host name ‘alias.

To.satisfy 2), on porpoise, the name "poo.bah.edu" must be édded
_to class w {see below), and there must be mail aliases for all
users on systems with macro Y defined as above. For example:

fred: fred@burb.poo.bah.edu

Aliases for Local Host (class w): .
This configuration will automatically recognize that mail to users
at the local host or any of.its host name aliases or CNAMEs should
be delivered locally. Other host names that you wish to recognize
as local can be added to class w as either a simple class
definition (Cw) or a file class (Fw). Any names added to class w
must be canonical names.

For example, by default, only the server cnode of an HpP-UX cluster
runs the sendmail daemon, and mail from the clients is sent out
with headers indicating that it originated on the server.

However, you might want the server alsa o accept mail addressed
to users at the clients. You could have nameserver MX records
directing mail for the clients to the server, and make the server
recognize the clients' host names as local. If the clients' names
are ick, ack, and ock in the domain urk.com, the class w could be
augmented as follows: . b :

Cw ick.urk.com ack.urk.com ock.urk.com

Message-ID Header -Field

Associating a hnique Message-ID header line with every message can
be useful for tracing messages through the mail system. This is
not the default because it makes the syslog file grow 50% faster,
If the configuration file line:

# H?M?Message-Id: <5t.5i@%w> .
is uncommented,. sendmail will generéte a Message-ID header line
for .each message, it routes that does not already have one. The id
contains the date (GMT), in the foxm YYMMDDhhmm, the queue ID
associated with the message on the local host, and-the local host
name. :

In ‘any case, if an incoming message already has a Message~-I1D
header line, sendmail will preserve this line.

Postmaster Copy - {option P):

If this option is set tg-a valid address, when an undeliverable
message is mailed back, a copy of the message header (but not the
message body) is delivered to the PostMasterCopy address. It is
suggested that this address be "Postmaster™ since RFC 822 requires
that there be a valid Postmaster address on all mail systems, and
since sendmail also attempts to deliver undeliverable error return
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messages to' Postmaster.

Postmaster should be aliaséd locally to the (local or remote)
address of the person responsible for mail system administration.

To enable this feature, uncomment the line:

. # OPPostmaster i : S

If desired, replace "Postmaster" with the appropriate address.

Dumb UUCP Hosts, {class G):

If your host has UUCP connections to hosts running' "dumb”,

i.e. non-RFC 822 compatible, UUCP mailers, you should ‘define the
class G.as a list of these hosts. This will céduse UUCP mail to
these hosts to be sent via the dumbuucp mailer rather 'than the
normal uucp mailer. Since "dumb" mailers will not add their host
names to the return path in the From: héadér field, ‘the dumbuucp
delivery agent deletes From: header fields from mail for such
hosts. In most cases the mail system on the host where final
delivery is done will be able to generate a correct return path
from other information in the message header.

For example, if your host has UUCP connections to dumb UUCP
mailers on hosts rrgh and feh, the class G should be defined,
on the line beginning with CG, as follows: '

CGrrgh feh
Trusted Users (T) : -

If other hosts login to your host to perform UUCP mail transfers,
the login ids used by these systems must be defined as trusted
users. The login id "uucp" is already defined as’'a trusted user.
If necessary, add lines of the form: s

it

Tusername

to the Trusted Users section of this file (lines begipning with T).

[ AN

Logging Level ' (option 1): i

Logging level determines the clésses of events which will be
logged by sendmail in /usr/spool/mqueuve/syslog. By default the
log level is 10, which reports successful deliveries (and the
mailer and host used for delivery), gqueue daemon startup, alias
database rebullds, and various errors. More detailed information
is reported with higher log levels. 1In particular, log level 11
reports the MX host (if any) and internet address to which mail
was delivered. Refer to the documentation for details,

Note that log level alsc affects the information reported by
sendmail ~-bv. At log level 10 and higher, sendmail -also reports
the mailer and host that would be used for addresses that are
"deliverable.®

The option L is defined on the line beginning with OL.
Delivery Mode {option d):

The default delivery mode is "background": the user agent
inveking sendmail will return immediately, and sendmail will route
the mail in the background. Other options are "interactive":
sendmail will not return control to the program invoking it until
the mail has been routed; and "queue": sendmail will put the
message in the mail queue and a sendmail queue process will route
the message later. Delivery mode is defined on the line beginning
with Cd.



Error Reporting Mode s (option e): S S D

. The default. error reporting mode-is-Ppﬂc"gif'sendmailtdetects an i

. exror before -it- finishes: sending .a. mes'sage,:.error messages- are :
Output to 'stdout; if .errors occur later they are-mailed back.

-.Other options, are: ."wfh: if the sender-is logged. in,- any- error
. messages are written to the sender's terminal;,; otherwise -they -are
oy mailed back "m": - .error messages are always mailed; ‘and-"g": no

error messages. Error reporting mode is- deflned on’ the llne
beginning with Oe. :

. Read. Timeout , it foption r): o

If the program transmitting a message. to sendmail hangs, or if an
SMTP peer: goes ddwn, sendmail's read will time-out after this
interval.. . RFC,6 1123 section, 5.3.2 discussées appropriate.values for

- .this- timeout., Refer to the sendmail documentation for the syntax
for specifying time intervals. The read timeout is defined.on the
line beginning with Or. ' LI

Queue Timeout - . {option T):

Messages in the mail queue which séndmail has been unabile to
deliver .for this amount of time will be returned to the sender as
undeliverable. Refer to the documentation for the syntax for-
specifying time intervals., -Queue timeout is defined dn the line
beginning OT. :

Queue-0Only Load Average - (optlon X): )
In order to. llmlt .load on a very busy system, sendmail can Le
. configured to «queue up low priority messages rather than attempt -
. delivery 1mmed1ately if the five-minute load average is greater
than some -integer value, by default 8. . This value is.defined.con
the line beginning Ox. . Ct

Refuse-Connections Load Average (option )i - g

In order to limit load on a very busy system, the sendmail daemon
can be conflgured not to ac¢cept SMTP connections if the five--
minute load.average is greater than some integer value, by
default 12. This value is defined on the line beginning OxX:

###################################################¥#########*####*#############
##############%###########w#####################################################

# Routing Options: #
##############¥#########################f#####%##############################n##

S i Sl e e Al i o sl St AR S Sk e i o o ol S I st o ofis SHo ol St o ot nfie b HEE b Sl ot ot SHe o o St o el o s i
M o e s Sk St S otk o e o S Sl oiie S o St o st i St Sk bie oHs RHR T She Sh S o R M B o ol St otk o St Mg o= otk M T

The -supported routing options are described below. Optgons for
routing SMTP mail, UOCP mail, X.400 mail, and OpenMail mail are
described. . - -

To implement any of thése options, edit a copy of this file -
according to the instructions for that option. With minor
exceptions, noted where appropriate, the options are independent
of each other; you can implement any of them or none of them, -
Some of these options require that you have installed and
configured other software not part of the BRPA/9000 produét,
. ar - B R - . !
.Operator precedence:
It is generally agreed that mixed addresses, being ambiguous, are
abhorrent, This corfiguration file interprets address operators
in the order @', "I, g1,
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BEEFERRRAEFR SR TS
# SMTP Mail Routing:
FAASEFEFHFFHIRTEF LSS A S F 48

Changes to this precedence are not supported! .

Mixed addresses are resolved as follows:

Address : " Mailer  Host User ‘ - Destination
usershostAGhostB tep hostB userthostAfhostE ' user@hosta
hostAluser@hostB  tep hostB  hostAluserfhostB -hostAluser
hostAluser¥hostB  uucp hostA . user@hostB . user@hostB

By default, all mail to addresses of the form "user@host"” will be
routed to Yhost" using the SMTP protocol over TCP/IP. If the
nameserver is in use, an MX record may direct sendmail to route
mail for that host to some other host acting as a "mail exchanger™
for the host in the recipient addréss. If there is no MX record
for the host name, gethostbyname (3n) must be able to return an
internet address for the host or else the delivery will fail.

You can arrange to mail directly only to certain hosts, Mail to
other hosts can either be rejected as an error, or be passed to a
"relay" host for delivery. .

Direct SMTP connection within local domain only:

This option makes sense only if your site uses internet domain
style host names. You can define macro L as the name of the
"local domain" and mail directly only to hosts whose canodnical
names end with that name. For example, if your local domain is
"envy.sins.com", you might define macro L as "envy.sins.com" and
define an SMTP relay, in which case sendmail would send directly
to "user@porch.envy.sins.com"” but relay "user@foyer.pride.sins.com".
Alternatively, if your host is on a closed subnet, you might
define macro L as "sins.com" and only relay mail (through a host
with an interface on an open subnet as well as on your closed
subnet) to domains outside sins.com .

To route only to the local domain, first define macro L, For
example, to route directly to hosts in the domain sins.com, define
macro L, on the line beginning DL, as follows:

DLsins.com

Then uncommerit the line in ruleset 0 following the comment:

# connect to hosts in local domain

Finally, comment out the line in ruleset 0 following the comment:

# try to connect to any host for userfdomain

Direct SMTP connection to hosts in class § only:

You can define a file class § of hosts to connect to directly.
This option dpes not make much sense if your host runs the
nameserver or NIS (formerly called Yellow Pages), since it
requires that you keep a static table up to date. An internal
hash table is generated from the file when the configuration file
is frozen or, if no frozen configuration file is in use, when
sendmail starts up. Therefore, if the file from which the class
is generated changes, the configuration file should be re-frozen
and the sendmail daemon killed and restarted.

The file from which this class is defined (by default
/etc/hosts.smtp) should contain only host names to which your host
can connect via TCP, as the first word on each line. It would be

##########################################################
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#.
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appropriate for the file to include host name aliases.aé well as
official host' names, and,to exclude hosts that do not run an. SMTP
server, . )

The file can contain interhet domain style names. The current
HP-UX version of sendmail can match multi-token names to class

members. : .

To define file class S, first uncomment the line defining*class s
from /etc/hosts.smtp, following the comment: -

# class S defines hosts to which.j ‘1 connect directly for SMTP mail
Then.uncomment the line in ruléset 0 following the comment:_
# connect to'hosts in class §
Fipally, commegt out the line in ruleset 0 following the commenp:
# try to connect to any host for user@domain
.Direct SMTP connection-tp nobody:

This option makes sense only if an SMTP relay is also defined. A
host (for example a single user workstation) may wish to send all
SMTP mail through a relay. To arrange this, comment out the line
in ruleset 0 following the comment: o ’

¥ try to connect to any host ‘for user@domain’
Note that this oﬁtion'is not compatible with options 1 ér 2 above.
SMTP relay:

If you are limiting direct SMTP connections as described above,
by default mail to hosts outside the limits will be returned with
an error. If-you can connect to another host with wider network
connectivity than your host has, you ¢an use that host as an SMTP
relay. Courtesy suggests that you get permission from the
administrator of that host before relaying mail through it. .

Any host name defined as a relay to be reached via SMTP must be an
official host name; in a domain naming environment this must be a

fully qualified domain name. The canonicalization operator $[ §)

is not applied to relay names. . ' ’

To set up an SMTP relay, define the macro S, on the line beginning
DS, as the host name (not path) of the relay host. For example,
if you wish to relay through the host blab.bub.edu, define 8§ as
follows: : P

DSblab.bub.edu
Then uncomment the line in Ruleset 0 following the commeﬁt:,

#
#
#
#
#
#
#
&
#
#
#
#
#
#
#
#
#
#
#
#
#
#
¥
#
#
#
#
#
#
#
#
#
#
4
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
# . ;
i # pass unresolved SMTP addresses to the SMTP relay

# ; ‘ {don't relay source routes)

#

# Note that if you are not limiting direct SMTP connections in some
way, SMTP mail cannot be relayed.

###############################################################%###############
# UUCP Mail Routing: . ' .
B A A R R S B R S A B B RS S S SR BRI A R B a8

e HE

By default, mail to addresses of the form "host!user" is routed to
the uucp {(or dumbuucp) mailer only if "host"™ is in the class U,
generated from the output of uuname{l). Addresses of this form
referring to other host names are treated-‘'as errors. N
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The following UUCP routing options are supported:
pathalias external nameserver for UUCP:

You can maintain a pathalias database to provide sendmail with
informaticn on how to. route UUCP mail to hosts to which your host
does not have a direct UUCP connection. This routing information
is generated by pathalias(lm). Mkuupath(lm)} creates a hashed
database from the routing information, and uupath{lm) is used to
access the database.

To make sendmail use uupath, first set up the database as
described above. Then uncomment the three lines in Ruoleset 0
following the comment:

# try to get a path to an unresolved UUCP address
. from pathalias nameserver

UUCP relay (via UUCP):
If your host has a UUCP path to another host with wider, UUCP
connectivity than your host has, it may be appropriate to route
UUCP mail to hosts to which your host cannot connect through
this other host, which will attempt to relay messages to their
final destination. Courtesy suggests that you get permission from
the administrator of that host before relaying mail through it.
To implement UUCP relaying via UUCP, first define the macro U, on
the line beginning DU, as either the relay host name or the path

- £o the relay host.

For example, if y0u wish to relay through the host pzzz, via the
path rrgh!frr!fehlpzzz , define U:

DUrrgh!frr!fehlpzzz
If you have a direct UUCP connection to pziz, define U;
DUpzzz,

After defining the UUCP relay, uncomment the three lines in
Ruleset 0 following the comment:

# pass unresolved UUCP addresses to the UUCP relay (via UUCP)
UUCP relay (via SMTP):

If you can mail via SMTP to' the host you wish to use as a UUCP
relay, define the macro W, on the line beginning DW, as the name
of the UUCP relay host,
Note that in this case, the macro W must be a single host name,
not a path. Note also that the name of any host defined as a
relay to be reached via SMIP must be an official host name; in a
domain naming environment this must be a fully qualified domain
name. The canonicalization operator $[ $] is not applied to relay
names.

For example, if domain names are not in use at your site, and
if the relay host's official name is pzzz, define W:

PWpzzz
Then uncomment the line in Ruleset 0 following the comment:
# pass unresolved UUCP addresses to the UUCP relay (via SMTP)

Note that there is some risk of generating ambiguous (mixed)

H##*4&*#*#*ﬁt#****#%%**%%ﬂt-"ﬂ:*W#*%*%*##**##****ﬁﬂ:##ﬂk##*%*##%%*****%#*%#**##



HERAREE AR AR A A4

#

=t==H==h=41:31:-‘#:4&“=ﬂ==ﬂ='-‘“=#%*%%*****%*#****%#%*#*#

%##**##*##%###%#%####%#**##*%%%#

addresses in message headers using this type of relaying, if you
are passing mail to hosts whose mail configuration is not under
your control. This may cause some messages to be unreplyable,

UOCP to X.400 gateway
By default, mail from an X.400 user or gateway via UUCP may not be
replyable. This is due to uuncp interpreting the '/!' in the name as
implying a file transfer.

If you are using X.400 or OpehMail on this machine, and have UUCP
links from this machine, then apply the following changes;

Uncomment the line in Ruleset 6 following the comment:

# Reéognize mail from uucp for x400 user on this system
Uncomment the line in Ruleset 13 following the comment :

# enable uucp recipient to reply to remote x400 sender

and uncomment the line in Ruleset 13 following the comment:
# enable uucp recipient to reply to local x400 sender

This works by adding an extra host name 'hpx406' to the route back
to this system; this name is stripped by the line in Ruleset 6.

Note that this will mean that a machine called 'hpx400' will not be
reachable from this machine via a direct wucp connection.

X.400 Mail Routing:

By default, mail to X.400 style addresses will be rejected as an
error. The following options permit routing X.400 mail to the
X.400/9000 product running on this host or a remote host.

X.400 mail via X.400/9000 delivery agent on this host:

If you have installed the X.400/9000 X.400 delivery agent
(/usr/1ib/x400/x4mailer) on this host, you must enable sendmail to
route X.400 mail to this mailer. Uncomment the line in Ruleset 0
following the comment : ‘

# resolve X.400 mail: local host is X.400 gateway

For example, if the name of the loczl host is "buh", and sendmail
is configured as described above, it would route mail to-‘the
address User_Joe//SomeOrg/US/TELEMAIL////HP@buh to the X.400
delivery agent for further routing through the X.400 network.

See the X.400/9000 documentation for a complete explanation of
X.400 style addresses.

The X.400 receiving agent, also implemented by /usr/lib/x400/x4mailer,

will be able to hand incoming messages to sendmail for further
routing without any changes to the sendmail configuration.

X.400 Relay (X.400/9000 delivery agent on a remote host) :

If the X.400/9000 X.400 delivery agent runs on a different host,
for example, "farfel", sendmail on farfel must be configured to
route X.400 mail to the X.400 delivery agent as described above.
Sendmail on the local host would route mail addressed, for

example, to User_ Joe//SomeOrg/US/TELEMAIL////HP@farfel to farfel

via SMTP, and sendmail on farfel would hand the mail to the X.400

FER R R R R R S S RO R R B R R B B S B 44
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#######################################################

For examplé, if the name of the local host is "warsh", and

sendmail is configured as described above, it would route mail to?:

the address User Joe/SomeQrgUnit@warsh to the OpenMail delivery
agent for routing through the OpenMail network. )

H
.

See the OpenMail documentation for a complete explanation of
OpenMail style addresses. - :

If the sendmail configuration has not been changed to pass X.400

messages to X.4006/9000, then the above. change will also cause X.400

messages to be passed to OpenMail. For example, the address
User Joe//SomeOrg/US/TELEMAIL////HP@warsh would be passed to the
OpenMail delivery agent for further routing through the X.400
network. o

The OpenMail receiving agent will be able to hand incoming messages

to sendmail for further routing withéut any changes to the
sendmail configquration. .

OpenMail Relay. (OpenMail delivery agent on & remoté host) :

If the OpenMail delivery agent runs on a different host,. for .. .

- example, "tortue.ordinary.com", sendmail ‘on tortue must be

configured to route OpenMail mail to the OpenMail delivery agent
as described above. Sendmail on the local host would route mail.
addressed, for example, to User_Joe/SomeOrgUnit@tortue to tortue
via SMTP, and sendmail on tortue would hand the mail tq the .
OpenMail delivery agent for further fbuting‘through the OpenMail
or X.400 networks. This would require no. change to the local
host's .sendmail configihration. e ' -

So that users need not know which rembte host is ‘the OpenMail'
gateway, sendmail can be configured to route mail to OpenMail

addresses via a designated OpenMail gateway automatically. Define.

the macro Z, on the line beginning DZ, as the name (not path) of
the OpenMail gateway host. The OpenMail relay must.be accessible
to this host wvia SMTP. ’ :

In a domain naming environment this must be a fully qualified:
domain name. The canonicalization -operator $[ $] is not applied
tc relay names.

For example, if the official host name of the OpenMail gateway is
tortue.ordinary.com, define the macro 2 as follows:

DZtortue.ordinary.com
Then uncomment the line following the comment:

# resolve mail to OpenMail: remote host is OpenMail gateway
If the local host is named "warsh", mail addressed to: C o

User_ Joe//SomeOrg/US/TELEMAIL////HP@warsh

will automatically be relayed to the OpenMail delivery agent on
tortue.ordinary.com . .

See the OpenMail documentation for a complete explanation of
OpenMail style addresses. :

############################################################

Fa

Localizable Options ###

#
############################################################ .

# logging level

v
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# defer méssages to [IPC] mailers if the nameserver is not running
# 01

# delivery mode
Odbackground

#f error reporting mode
Oep

# read timeout
Orsm

# gueue timeout interval
0T3d

# load average at which low priority messages are queued rather than delivered
0x8

# load average at which daemon refuses to accept connections
0X12

# postmaster address which will receive headers of undeliverable messages
OProot

FEAAHERRAERAFAAA RS E AR F AR NSRS RS RS SR8

#H4 Other Options = ##

iR R R R R T E T

##4 Fi#

LR L HP recommends that these options not be changed. #H#
i 44

A AR AR A AN RN AR R R TR AR R RS SR F R SRR R RS04

# queue directory
0Q/usr/spool/mqueue

# Save those UN*X From lines
0f’

# location of alias file
OA/usr/lib/aliases

# temporary file mode
OF0600

# default UID
Qul

# default GID
ogl

# location of help file
OH/usr/lib/sendmail .hf

# recognize old style as well as new style lists in headers
oo . :

# statistics file
0S/usr/lib/sendmail, st

# wailt up to 5 minutes for completion of alias db initialization
Cas

# queue up everything before starting transmission
Os

# send to me, toec if in alias expansion
Om



Lo

# if the load average exceeds the x option limit, divide the g option ., |
# value by the difference (plus one) between the current load average and,
# the x option limit to find the maximum priority value {i-e- minimum {
# priority) of messages toc send immediately. :
0q10000 R
# value added to message priority per recipient

Oyl000 -

# message precedence factor
0z1800

* value added to message priority per queue run
0Z9000

Tl

############################################################ .
### Configuration-Specific.Macro and Class.Definitions ' ' &g#
#######################################################f###f .

# site hiding: local sender identified as user@my site instead of user@my host
#§ DY e .

# class w defines aliases for the local host
Cw mickey.elettra.trieste.it

DL

# class S defines hosts to which you connect directly for SMTP mail
FS/etc/hosts.smtp %s : '

# class U defines known direct UUCP connections
FU| /usr/bin/uuname %s

# UUCP relay for unresolved ! addresses {(via UUCP)
Dy 1, . ER .

# UUCP relay for unresolved ! addresses. (via SMTP)
DWdxmint.cern.ch N
# SMTP relay for unresalved @ addresses
DSinfngw.infn.it .

# X.400 relay if X.400 delivery agent is not local
DX

# OpenMail relay if OpenMail delivery agent is not loéal
Dz

# dumb {not RFC 822 compatible) UUCP hosts
CG

# pathalias external nameserver program
DP/usr/bin/uupath - .

'
L
'

###%######################}#################################
#44 ;  Configuration Version . . il
###########################################f################

DV16.2 . . : s .
############################################################
EF3 Required Macro Definitions R £ 5
############%##########################################f####

# offi;ial domain name of this host for SMTP

# macro L defines the "local domain" to which you connect directly for SMTP mail



DijSw

# my.name
DnMATLER-DAEMON

# UNIX header format
D1From $g $d

# delimiter {operator) characters
Do.:3@!"=/[]|

# format of a total name
DgS?x$x <5g>515g8S.

# SMTP banner
De$j HP Sendmail (5v/$V) ready at $b

FEFEE R R AR R AR NI R BB RS R H LR E R R RS
44 _ Message Precedences F##
TRAF RS R R AR R R R B SR AN F SRR R R R PRI 54

Pfirst-class=0
Pspecial-delivery=100
Pjunk=-100

S a1l I T
#4# Trusted Users ##4
AR AR R A AR TSI IR R RS R R BB RSO R REB S H 4

Troot
Tdaemon
Tuucp
Tx400

HERH AR R RN R R R RS SRR RS U H BB
#4# Header Fleld Formats ###
FHE R R D R H R RS DSBS 4 L F RSB R L4

HReceived: $7sfrom $s $.by Sw$?r with $rs.
($v/sVv) id $i; Sb

HResent-bate: $a

HDate: S$Sa

EResent-From: $gq

E?F?From: $q ’

H?x?Full-Name: §$x

H?P?Return-Path: <§g>

HSubject:’

HPosted-Date: $a

EReceived~Date: $b ‘

HResent-Message-Id: <S$t.$i@Sw>

H?M?Message-Id: <$t.S$i@Sw>

EEd AR AR R R R R AR R B R S R H AT PSR P RSB SR TR E 1 F
RERERFEFRAF AR R E RS AR RN B R R BRSNS RS S F R R E R

H#FH4 #E$
#HfHe Address Rewriting Rulesets ##4##
e ST #Hi#e

htard A SRR AR R R RS R RSP RS R RS R A F S 49
FRASRAFRERS RN RS R L AR R R TR B R F R R 44

############################################################
### Ruleset 1 - Sender Field Pre-rewriting ###
FAR AR AR AR AR F R AR B SR S B H BB R RS RS 4



S1

RS+ 5:6>651 strip my host and canonicalize
RE*<@S+>5% $@31<@$2>53 already has (remote) domain

RS+/§*/$* /5% /8% =~ $:$1/$2/$3/$4/$5<@$w> @my_domain on local X.400 sender

############################################################

. ### Ruleset 2 - Recipient Field Pre-rewriting tH#
FAAFERRERERRHFAF RN TR E RN A RIS R SRR S A R SR SR '
82 , )
RS+ $:8>651 ’ strip my _host and canonicalize
RE*<@S+>8%* 5@81<@82>83 already has (remote) domain
RS+/G* /S [5% /5% $:91/§2/83/5$4/55<@%w> -@my_domain on local X.400 recpt

############################################################
### Ruleset 3 - Address Internalization .. F#4:
############################################################

i

. 83

# handle "From:<>" special case -

R<> 5@5n . null address => MAILER=DAEMON . v
# basic textual canonicalization T

RE*<S*LS54+>5*>5% ’ $1<$2$3$4>$5 - strip <> from inside
RS*<5+>5% $2- strip .phrase and <>

R$+ at §+° .$iesz. . RFC 733 at. => RFC 822 @

# source route <@a,@b,@c: user@d> syntax to internal form <@a>:@b:Rc:user@d
RES+, 5+ - - . - @81:82: . .. change all , ‘to =

R@S+.UUCP: S+ $@<@$1.UUX>:$2 .UUCP pseudeo-domain in route
R@S+:5+ S@<ESs1>:52 . focus on next hop.

# The @ delimiter takes precedence. Leave this alone.

R$+@5+ . $:81<@52> focus on domain

RS+<5+@5+> , S152<@53> +-  .move gaze -right

R$+<@$+.UUCE> $@51<@$2.UUX> - .UUCP pseudo-domain
R$+<@5+> . .5081<@s$2> already in.internal form'.

# The ! delimiter. .

RS+"5+ . . 81182 . convert.obsolete ~ to !

RS+15+ . $@$2<@S1.UUX> - hostluser => user<fhost.UUX>
¥ % is a low precedence @. & roo . i

RS+%$6+ 5:51<%82> M focus on domain

R5+<5+%5+4> $1§2<%53> . move gaze right

RS+<25+> _ §1<@s2> ' user%host => user@host
RS+<@$+.UUCP> $@si<es2.uux> .UUCP pseudo-domain

# miscellaneous c¢leanup . .

RS+E 5@%1 . user@ => user

RS$+% $@s1 . user% => user

############################################################

¥## Ruleset 4 = Final Output Post-rewriting #H#
############################################################
54 ¢

# special cases ., .

R$+<@> . $1 . ., null domain

# UUCP must always be presented as host!user
R$+<@5+ . UUX> Ses2!s51 - user<@host .UUX> => host!user

f UUCP hop in source route .. - :
R<ES+.YUX>: $+ - . <@s1. UUCP> $2 . * JUUX in source route => .UUCP
R<@S$+>:$+.UUXS+ - <@8$1>:82.UUCPS3 .UUX in source route => .UUCP



# defocus-

RE*<S+>5* $15253 ' remove internal form <>
# don't change %s or @s in mixed addresses

R5+15+@5+ 5@51152@83 don't interpret it any further
RS+15+35+ 5@851152%583. don't interpret it any further
# restore sourée route to external form - ‘

RES+:5+:5+ @$1,52:53 all but last : => , .
RES+ 5@<@s1> add <> to protect the ,s
# should be exactly one ¢ in user@domain style address

RS+%S$+ 51@$%2 all % => @

RS+E5+E@5+ 51%52@33 all but last @ => %

########################################*####################
### Ruleset 0 - {Delivery Agent, Host, User) Resolution ###
AR AR AR AR AR AR RN RN ER R R LR R R BB O S AR LR S R R ¢

S0

# recognize local host or ‘canonicalize

RS+ - $:8>651 . anything to ruleset & once

# resolve domain-literals (numeric internet addresses) not canonicalized above
R$*<@[$+]> SH#tcpSR[$2]15:51Q[52] user@internet address

R<@[§+]1>: 5% © SHECPSE[$115:@[31]:52 internet address in source route
# resolve mail to dumb UUCP hosts -

R35+<@8=G,UUX> : $#dumbuucp$@$25:$1 user@dumb_hosE.UUX

# resolve mail to other known UUCP hosts

R$+<@$=U.0UX> S#uucp$es25:51 user@host.UUX
R<@$S=U.UUX>:S5+ S#uucp$e$1s: 52 Ghost.UUX in source route
# try to get a path to an unresolved UUCP address from pathalias nameserver
# RS+<@S-.UUX> T $:8>552181 uupath pathalias routing

# RS+<@S5=G.UUX> S#dumbuucp$es$2s: 51 to dumb UUCP host

# RS+<@S=U.UUX> S#uucpSRS$25:51 to other known UUCP host

# pass unresolved UUCP addresses to the UUCP relay (via SMTP)

RE+<@$+.0UX> SALCPSESWS:$1<@$2.UUX> to UUCP relay via SMTP

# pass unresolved UUCP addresses to the UUCP relay (via UUCP)

# RS+<@S$+.UUX> $:8>3 5U1821351 re-internalize with $U

# R$+<@$=C.UUX> S#dumbuucp$@Es2s:51 to dumb UUCP relay

# RS+<@S+.UUX> S#uucp$@s2s:51 to UUCP relay

# other UUCP addresses are in error
RS*<@S+.UUX>G* $#error$:unable to route to UUCP host name 52

# select hosts to connect with directly for SMTP mail:

# connect to hosts in class S
R$+<@5=8> S#tcpSes2$:81<es2> user@domain

# connect to hosts in local domain
R$+<@3+, 51> SH#tcpSRS2.5L5:51<@82.5L> user@host.localdomain
¥
try to connect to any host for userfdomain ]
RE+<@54> S#tcpSRSs2S: $1<ase> user@domain

R<@S4+>: 8+ SHtcpSAS1S:<@s51>:82 source route

pass unresolved SMTP addresses to the SMTP relay (don't relay source routes)
SH<AS+> S#topS@e$ss:s1<@sa> user@domain to SMTP relay

e

#

#

#

# try to connect to any host for source route
#

#

R



A

# other SMTP addresses are in error
RE*<@5+>5x $#error$:unable to route to domain $2

# file names, programs, and :include: must resolve to local mailer;
# explicitly distinguish these from X.400 and OpenMail syntax

A 4 2 3= 3k o s 3 Ak

R/§* S$#locals:/$51 to absclute file path name
RIS$* $¥local$: |51 to a program
R:include:$* S$#local$::include: $1 to :include: list
resolve X.400 mail: local host is X.400 gateway
RS+/§%/Sk /5% /Gx $#x400$@$w$:$1/$2/$3/§4/$5
resolve X,400 mail: remote host is X.400 gateway
R§+/$*/S*/5x [ S#tcpSeSX$:51/82/83/54/55<@8X>
resolve mail to OpenMail: local host is OpenMail gateway
R$+/$* . S$#openmail$@sws:51/52
resolve mail to OpenMail: remote host is - OpenMail gateway
R§+/§* S#tcpseszs:$1/s2<@sz>
by default, reject X.400 address as error - ]
RS+/$*/5% /5% /8% $#error$:X\.400 delivery agent not configured
- f
# by default, reject OpenMail address as error’ )
R$+/5* $#error$:OpenMail delivery agent not configured
# resolve mail.to OpenMail from remote OpenMail system
# Ropenmail $#omxport$@Sws :openmail
# resolve mail to X.400 from OpenMail
# Ropenmailx4 $#omx400$@$wS :openmailxd
# other addresses must resolve to local mailer in order for mail to Full.Name,
#'command line aliases, and quoted user names (\user) to be delivered.
# remaining names must be local
RS+ S#locals:s1 name

############################################################
##########################*#################################

#rids T REREE
#HdH#4 Special Rulesets - o #EERE
dHE# Fh¥AA

FRARFHARR R R DR R R R R R R R LB R AR AR AR AR ERHF#H
FRERRARERER RN R R SR AR B RS A S HH R E R SR RS SR 44

############################################################

### Ruleset 5 - Pathalias Nameserver ##4
############################################################

35

RS+ ’ 5:5<Ps1 uupath pathalias routing
RS+ §:5>331 re-internalize

AR R R R BN RN TR R R B RS R TR B R SRR R E 3044

###¥ Ruleset 6 - Local Host Recognition ###
R AR AR R R R R RSB RO RN R R LB R SRR E R E B84
856 :

# RFC 822 does not permit hostnames to end in .

RS*X<@S* >8* $1<@52>53 strip trailing .

# stxip local host ‘
RS+<@Sw> $>381 strip my host and re-internalize
R<@Sw>:$+ §>381 strip my host and re-internalize
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# RS*/5*<@S+> $@hpx400!$1/$2%$3<@%k . UUX> user@host =>
my host!hpx400!user%host

R$F<AS+> $€51%52<@$k.UUX> userfhost => my host!usershost
R<@S+>:$+ 5@<@SK.UUCP>:@81:82 prepend @my host.UUCP to route

# enable uucp recipient to reply to local x400 sender

# RS*/5x \ $€@hpx400!$1/52<@$k.UUX> user => my host!hpx400!user
RS+ $@$1<@Sk.UUX> user => my_host!user

523

FAFRRAAER RS AR R SRR AR P R R E B LS SRR F R S B SRR R R RS

#E# Dumb UUCP mailer #d4
FARE AR AR R R S R A R F R R S L PR S S H R R R B R R4
fé# UUCP for hosts running non-RFC 822 mailers ##4

ERAFRER AR R R R RS R B R R RIS F B H R R R B LR BE 2

Mdumbuucp, P=/usr/bin/uux, F=DMUshux, R=23, =uux = S$h!rmail ($u)
######¥################%####################################

#4# X.400 mailer FHE

AR R R R S R R F RIS H S B U B R R R A AR LN

Mz400, P=/usr/lib/x400/x4mailer, F=CDMFmn, S8=14, R=24, A=xdmailer -f S$g $u
514

524

############################################################

4 OpenMail mailers ###

FERRFRAREFRER RN SRR AR RA IR RS H AR F O R BN R RO R RS

Mopenmail, P=/usr/openmail/bin/unix.in, F=DFLMXmnu, 8=15, R=25, A=unix.in
515

525

Momxport, P=/usr/openmail/bin/xport.in, F=IMn, A=xport.in S$u
Momx400, P=/usr/openmail/bin/x400.out, F=LMn, A=x400.out Su



